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ABSTRACT 

The Great Lakes Water Authority (GLWA) is the new entity operating the system that used to be the 

Detroit Water and Sewerage Department (DWSD).  As part of their transition, they set out to modernize 

their technological architecture, build it up to a baseline that could meet future security standards, and 

provide visualization of the process systems to those outside of the day to day operations. 

GLWA’s system is comprised of numerous facilities, each with its own control system.  Prior to the recent 

changes, each system had its own security configuration, an open network with multiple devices using the 

same layer as the main controllers, and local data viewing limited to either the station, or a subset at the 

main control center.  Management of the old system was a time consuming task with numerous steps 

required, which left many opportunities for mistakes that could have far reaching consequences.  Security 

was also a tiresome approach, with users having to be manually coordinated between the separate 

systems.  The current system utilizes a central security architecture that manages all users and rights for 

all facilities, a multi-layer network topology that segregates the support components from the main 

controllers, a physical architecture that uses routers to further isolate the 3rd party connections, and a 

data-diode security package that allows for data transfer to the outside world. 

The goal of our presentation is to show how the modern architecture was established; the decision 

making process that went into forming the system as it is now; and issues and roadblocks encountered 

and their resolutions.  We will also explore the tools used to provide visualization outside of the process 

network “bubble” and how they meet the toughest of security standards.  The audience for this 

presentation would be anyone involved in the planning phase of a control system, those involved with the 

day-to-day maintenance of the system, and those managing and reviewing system performance and 

output.  The goal is to give users and planners a real world application where an integrated architecture 

was established. 
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