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ABSTRACT 

While conforming with regulations, standards, and best practices, this paper/presentation will propose a 

slightly altered process to the life cycle of design, acquisition, acceptance and operation of a typical 

control system. Slight changes to the lifecycle will improve the industrial control systems ability to prevent 

or withstand a cyber security problem.  These steps will put the facility in a better position to manage 

cyber security threats, improve performance and reliability of the network, and make audits and response 

intentional and less painful. This presentation will deal with some practical steps and the business process 

associated with making cyber security a natural part of the process of water and waste water services.    
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