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ABSTRACT

Cybersecurity relating to critical infrastructure is a growing concern to governments and large enterprises.

The risks are increasing due to a rise in published vulnerabilities, wider connectivity, and adoption of open

standards that can expose networks and critical edge devices to serious exploits. Yet the approaches

taken to mitigate these risks often are ignored, or inadequate and inconsistent.

Over the last two decades, control system manufacturers, utilities and the federal government have been

aware of security issues posed by legacy SCADA systems that monitor and control much of the U.S.

infrastructure. As control systems have become increasingly interconnected with other control networks

and with corporate data networks, the potential for intrusions has grown. Due to the wide range of

industrial control implementations, architectures, and impacts, the industrial cybersecurity market is

rightly advocating a risk-based management approach. However, technology and attackers often outpace

the assumptions made in the risk assessment, leading to a "protect against the last attack" approach.

Then, if the attack is so new, or is paradigm shifting (Stuxnet), it takes the industry a long time to even

begin to address it. For example, Stuxnet overcame an “air-gapped” network, yet the majority of

protection advice calls for better perimeter security. How does this security approach address network

perimeter breaches or "insider-attacks?" Can these even be protected against, or identified? Good

perimeter security and computer end-point protection are sound security recommendations, but are they

enough and do they really protect against the threats going forward?

Cybersecurity often is presented as complicated. In reality, the concepts of cybersecurity are

straightforward. It is the implementation that is difficult, and security should complement safety rather

than oppose it. When the cyber risk cannot be adequately explained, any mitigation solution cannot be

validated for effectiveness. Security is an inherent foundation for any industrial automation facility and

must be integrated throughout the system lifecycle.

This paper will outline some of the emerging trends and vulnerabilities in the attack space, and what is

means for the current approach to industrial cybersecurity. It will present fundamental questions every

SCADA and other industrial control owner should ask of their security solution – including what is actually
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being protected. An industrial control or automation system is not the same as an enterprise IT system

because the impacts are different. Security solutions must fit within the operational constraints of the

system and within the risk appetite of the client organization. Otherwise the fix can cause a greater impact

overall than an attack.
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