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ABSTRACT

Modern day utilities depend on SCADA and related systems for the operation, maintenance, and

management of critical utility process and business related systems. What happens when your plant is

flooded, a fire breaks out, a tornado strikes, you face a cyber attack, a backhoe cuts communications

cables, critical equipment fails, etc? How will your utility be impacted? How do you prepare or mitigate

these incidents? What support structure needs to be in place? This presentation will review many of the

known and little known risks your SCADA system may be exposed to and how, with some preparation,

these risks can be minimized in a cost effective manner. Some of the topics that will be covered are as

follows: maintenance risks, equipment location risks (such as the do’s and don’ts of server location),

strengths and weaknesses of various system architectures, software updates and licenses, data storage

and archival, redundancy, cyber and physical security measures, critical equipment identification, critical

task alternatives, minimum system support requirements, availability of mitigation resources, emergency

preparations, and how to implement a program to be prepared for when disaster strikes.
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