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ABSTRACT

As cybersecurity concerns expand within the Industrial sector; customers, vendors and integrators are
looking for guidance on how to address this issue. Within these groups people are looking towards
standards and certification as a way to ensure security of their systems or to reassure others of the
security of their offer without the need to become an expert in cybersecurity. However with a wide set of
security standards to choose from there is often confusion on exactly what is covered by each specific
standard. This presentation will explain the coverage and relevance of some of the key industrial security
standards such as ISA99, ISASecure, |IEC62443, NERC-CIP, IEC62351, Achilles, some of the IT derived
standards as well as the concept of a Secure Development Lifecycle program. In addition, it will address
some of the common steps in ensuring an end users site is secure; such as assessments, operating
procedures, and the supply chain that goes well beyond product and system security. Finally an example
of how standards drive the evolution of a secure controller will be shown with respect to the Modicon
M580 ePAC from Schneider Electric.
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