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ABSTRACT

This presentation will provide information on the development and benefits of a SCADA master plan based

on “hands-on” experience at several water and wastewater utilities on the West Coast of the United

States. The framework involves strategic planning, long-range SCADA goals and implementation concepts.

The presentation will emphasize relationships between SCADA master planning, capital planning and

program management. The presentation will also provide examples of key planning issues, including:

organization mission, growth, SCADA standards and policies. These key issues are linked logically in six

steps:

1. Define system needs

2. Assess system condition

3. Develop concepts

4. Plan for change

5. Estimate costs

6. Document the master plan.

The identification and engagement of stakeholders will lead to the development of a “wish list” of system

wants, followed by determining a “most needed” list, for which the SCADA master plan team will prepare

costs, schedules and the implementation sequence with priorities.

The presentation will conclude with SCADA upgrade examples, featuring a collection of projects

comprising the SCADA master plan and SCADA upgrade program with the purpose of optimizing the

reliability of the overall SCADA system. The SCADA upgrade program includes:

1. SCADA design and programming standards

2. Preliminary and final designs

3. Pilot projects

4. SCADA hardware and software upgrades

5. SCADA communications network upgrades

6. SCADA cyber security approaches
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7. Integration and business use of SCADA historical data

8. SCADA data validation

9. Electronic system log

10. Disaster recovery/business continuity

11. Alarm remediation

12. Lessons learned

13. SCADA asset management framework
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