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ABSTRACT

One of the many challenges faced by municipalities in regards to their SCADA System is determining the
serviceable life for all the various components in the system and setting a prioritization sequence for the
replacement of outdated and non-serviceable equipment. Compounding the challenge is estimation of

the replacement costs and how to budget for equipment and labor.

This presentation will explore how Seminole County (Florida) built a project team to review eighteen (18)
of their water and wastewater treatment plants to determine the priorities for replacement of outdated
SCADA hardware over the next five years. With this prioritization an estimation of the annual budget
required for each of the upcoming years was submitted to upper management to assist them in identifying
future Capital Improvement Projects (CIP). The development of this tool can also assist in the planning and
scheduling of needed personnel and software or hardware tools.

We will review the various elements that were used to calculate a ‘Risk Factor’ for each piece of SCADA
equipment that led to replacement prioritization. Three categories of SCADA equipment were created for
review and assessment:

e Computers (Servers and Workstations)

¢ Network Equipment (Ethernet Switches and Media Converters)

e Programmable Logic Controllers and Operator Interface Terminals

Risk Factor Calculation elements were determined by site visits, data research, and overall system
knowledge. Elements included:
e Equipment Life Expectancy (data from manufacturers, MS Product LifeCycle, industry best
practices, location, etc.)
¢ Equipment Condition
e End of Life Expectancy Date
* Hardware/Software Support (Availability, Manufacturer Support, support upgrade of OS and other
software)
e Equipment Failure Consequence
e Replacement Cost Estimates; per category and per site
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