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Facing utility challenges – managing risk and addressing aging infrastructure needs. Risks can include 

asset risk (all assets including SCADA systems), operational risk (people, data and or policies) and 

corporate risk (customer base, finances, governance).  

Infrastructure management has been identified as a national issue due to the current lack of planning 

and funding for future renewal and replacements to maintain system reliability.  The extremely high 

funding needs and poor infrastructure conditions have been documented over the last 10 years in 

various ASCE and AWWA publications.  The overall age of infrastructure continues to increase across 

the United States, however in most areas additional funds are not being applied towards renewal 

and replacement and reactive work is most common.  This is generally due to the poor economy 

and lack of funding, as well as the lack of data available to make effective decisions and manage 

risk.   

Implementing a risk assessment framework can assist utilities in identifying risk, mitigating risk and 

determining where to apply their limited funds to achieve the most risk reduction.  A complete risk 

framework includes the element of the probability of failure, or the asset condition, the 

consequence of failure, or the asset criticality to the system in terms of financial, social and 

environmental impacts, and a risk mitigation factor that can include redundancy, automation, 

communications, back-up power etc.  Automation and communications can be a significant strategy 

to reduce overall asset risk as well as provide meaningful data to maximize asset life.  
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